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HNugopMmanonHasi naMATKAa 11 HECOBEPILLIEHHOJIETHHX 110 BOIIPOcaM

KuoepoesonacHocTH B cet «HTepHED)

KoMnblTepHbI€ BUPYCHI

KomnproTepHelii BUPYC - 3TO pPa3sHOBUAHOCTb KOMIIBIOTEPHBIX IIPOTPaMM, OTIMYMUTEIIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CHIOCOOHOCTH K pa3MHOXKEHHIO (KOMTMPOBaHHIO). B nomonHeHue K aTomy,
BUPYChl MOTYT IOBPEAUTHh WM IOJHOCTbIO YHUYTOXXKUTH BCe (aillibl U JaHHbIE, [OJAKOHTPOJIbHbBIE
[10JIb30BATENI0, OT UMEHHU KOTOPOro OblIa 3allylleHa 3apakEHHas MpOrpaMma, a TakkKe MOBPEIUTb WU
Jla)K€ YHUYTOXKUTH ONEPALMOHHYIO CHCTEMY €O BCeMM (aillamMu B LieJoM. B OoJbIIMHCTBE Cilydaes
PacnpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MeTo0abl 3a1IIMThI OT BPETOHOCHbBIX IPOIrPAMM

1. Hcnone3yil COBpEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMMEIOLIME CEpPbE3HBIA YPOBEHBb
3alUTHI OT BPEJOHOCHBIX IPOTPAMM;

2. [loctossHHO ycTaHaBnuBail mnatyu (UUGpPOBbIE 3aIUIaTKU, KOTOPHIE aBTOMATUYECKU
YCTaHaBIMBAIOTCA C LEJIbI0 JOPabOTKU MPOrpaMMbl) U Apyrue OOHOBJIEHMSI CBOEH OIepalioHHOM
cucrembl. CkaunBail UX TOJBKO ¢ opuIMaIbHOTO caiita pa3zpaborunka OC. Ecnu cymiecTByer pexum
aBTOMAaTUYECKOT0 OOHOBIIEHUS, BKIIIOUH €T0;

3. PaboTaii Ha cBOeM KOMITBIOTEPE 101 ITPaBaMU MMOJIH30BATENsA, @ HE a/IMUHUCTpATOpa. DTO HE
MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX IPOTPaMM HMHCTAJUIMPOBATBCS HA TBOEM IEPCOHATIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTHBUPYCHBIE MPOTPaMMHBIE IPOLYKTBI HM3BECTHBIX INPOU3BOJUTEICH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpanuub pU3HUECKUI TOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIHLL;

6. Hcnonw3yil BHEIHME HOCUTENM MH(OpMAlMM, Takue Kak Quielika, IUCK WM ¢ailn u3
WuTepHeTa, TOIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIIBIOTEpHBIE (ailiibl, OTy4YE€HHbIE U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe Te

(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBII. Jlydille yTo4HM y HEro, OTIpaBisil U OH Tebe ux.

Cern WI-FI

C nomortipto WI-Fi MOKHO MOJTy4nTh OECIIATHBIA WHTEPHET-IOCTYI B OOMICCTBEHHBIX MECTaX:
Kade, OTeNAX, TOProBhIX IIEHTPAX M a’poropTax. Tak e SBISICTCS OTIMYHONM BO3MOXKHOCTBIO BBIXOJA B
NuTtepuer. Ho MHOTHE SKCIIEPTHI CYUTAIOT, uTO oOmeaoctynHsie WiFi ceTn He sBisitoTcst 6e301macHbIMHU.

Cogerbl 10 6e30ACHOCTH PA00OTHI B 00IEIOCTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro auuHyro nHpopmaiuio yepes oomenocrynisie Wi-Fi ceru. Pabotast B
HUX, JK€JIaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JJIOTUHBI U KaKue-TO HOMEpa,;

2. Hcnonb3yit 1 OOHOBISNM aHTUBUPYCHBIE NMpOrpaMMbl M OpaHamaysp. Tem caMbIM TbI
oOe3omnacuiib cedst OT 3aKaYKH BUpPYCa Ha TBOE YCTPOUCTBO;

3. [Tpu ucnons3oBanuu Wi-Fi oTkimroun GpyHkuumio «O0mmit qoctym K Gaiaam U mpuHTEpam».
JlanHas (yHKUUS 3aKphiTa MO YMOJYAHHUIO, OJHAKO HEKOTOpBIE MOJB30BATEIM AKTUBUPYIOT €€ JUIs

ya00CTBa UCHOJIB30BaHMS B paboTe UK yueoe;
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4. He ucnons3yit my6nuuansiii WI-FI 11 mepenaun TUUHBIX TaHHBIX, HAPUMED, Ul BBIXOJ1A
B COLIMAJIBHBIE CETU WM B AJIEKTPOHHYIO IIOUTY;

o. Hcnons3yit Tospko 3ammiiernoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-azpeca BBOIM UMEHHO «https://»;

6. B mo6misHOM Tenedone otkimtoun ¢pynkuuio «Ilonkmrouenne k Wi-Fi aBromarnueckn». He

JOITyCKal aBTOMAaTUYECKOTO TOKITFOUYCHUS ycTpoicTBa K ceTssm Wi-Fi 6e3 TBoero coracusi.

ConuajbHble CeTH

ConmanbHasi ceTb - 3TO CalT, KOTOPHIA HPENOCTaBISET BO3MOXKHOCTH JIOJSM OCYIIECTBISATH
oOuieHne Mexay coboii B uHTepHeTe. Yalie Bcero B HUX JUIsl KaXJIOTO YeJIOBEKA BBIIEISETCS CBOS JIMYHAs
CTpaHW4Ka, Ha KOTOPOH OH yKa3bIBaeT 0 ce0e pa3InyHyl0 HHPOpPMAIMIO, HAUMHAsI OT UMEHU, GaMIIuU U
3aKaH4MBas JUYHBIMU (oTorpadusmMu. MHOruMe NOJB30BaTeNM HE MOHMMAIOT, 4YTO HH(OpManus,
pa3MelieHHasi MU B COLIMAIbHBIX CETSAX, MOKET ObITh HalJIeHa U UCIIOJIb30BaHa KEM YTOJJHO, B TOM UHUCIIE

He 00513aTeIbHO ¢ OJIarMMH HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 0€30IACHOCTH B COIMAJIbHbIX CETSX:

1. Orpanuyb cOMCcOK Apy3ei. Y TeOs B Apy3bsAX HE JOJHKHO OBITh CIyJalHBIX U HE3HAKOMBIX
IO,

2. 3amuinai cBOX YacTHYIO XW3HB. He ykaspiBail maponu, TenedoHsl, aapeca, AaTy TBOETO
POKJIEHUS U IPYTYIO JTUUHYIO HH(OpMAaLHIO. 3IT0YMBIIIJIEHHUKU MOTYT UCTIOJIb30BATh AaXke UH(OPMAIUIO
0 TOM, KakK Thl ¥ TBOU POJUTEIH IJIAHUPYETE ITPOBECTU KAHUKYIIbI;

3. 3amuinaii CBOI0 PermyTaIuio - JIepKU €€ B YUCTOTE M 3a7aBail cebe BOmpoc: XOTem ObI ThI,
9YTOOBI APYTrHUe MOJIb30BATEIN BUJIENIN, UTO ThI 3arpyskaenib? [logymail, mpexae yem 4To-To OmmyOIMKOBaTh,
HamucaThb U 3arpy3uTh;

4. Ecnu Th1 roBOpULIB C JIIOJIBMU, KOTOPBIX HE 3HACIIb, HE HCIOJIb3Yl CBOE peallbHOE UMS U
JPYTyIo JIUYHYIO HHPOPMAIH: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U Mpouee;

5. N36eraii pazmenienust dotorpaduii B MHTEpHETE, T/Ie THI M300pa)kKe€H Ha MECTHOCTH, IO
KOTOPOIl MOXHO OTPEIEeTUTh TBOE MECTOTOJIOKEHHUE;

6. [Ipu peructpanuu B COIMANBHOM CETH HEOOXOIUMO HCIOIb30BAaTh CIOXKHBIE MapoJiy,
cocrosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. s couuanbHOM CeTH, MOYTHI M APYTUX CAaHTOB HEOOXOJMMO HCIOJIb30BaTh pPa3HbIC
naposy. Torza eciau Te0sl B3JIOMAIOT, TO 3JI0YMBILIUIEHHUKH MOJyYaT JOCTYI TOJBKO K OTHOMY MECTY, a He

BO BCE Cpasy.

JIEeKTPOHHDLIE IeHLI'H

aﬂeKTpOHHLIe ACHBI'M — 3TO OYCHb y,Z[O6HLII>i croco0 HJIaTe)KefI, OJITHAKO CYHICCTBYIOT
MOIICHHUKHU, KOTOPBIC XOTAT NOJTYYUTb 3TU ACHBI'U.
QHCKTpOHHLIC ACHBI'M TOSABUJINCH COBCEM HCIABHO U UMCHHO HU3-3a 3TOTO BO MHOTHUX I'OCyAapCTBAX

A0 CHUX IIOP HE MMPOIKUCAHO ITPO HUX B 3aKOHAX.
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B Poccum xe oHM (QYHKIMOHUPYIOT U O HUX Y)K€ MPOIHCAHO B 3aKOHE, TJI€ UX Pa3JeNAIOT Ha
HECKOJIbKO BHJIOB - AaHOHUMHbBIE U HE aHOHMMHbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi TPOBOAWTH OmNEpauuu 0e3 WACHTH(PHUKAIUK TOJb30BaTENsd, a B HE AHOHUMHBIX
UACHTU(HUKAIIMN TOJB30BATENS SBISETCS 0053aTEIbHOMN.

Taxke creayeT pa3nmudarh ICKTPOHHBIC (pUaTHBIC NEHBTH (PaBHBI TOCYIAPCTBEHHBIM BATIOTaM) U

AIIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PABHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IIaCHOM PadoTe ¢ 3JIeKTPOHHLIMHI J€eHbTaMH

1. [IpuBsixu K cuery MOOWIBHBIN TenepoH. DTO camblii yHOOHBIM M OBICTPBIA C€HOCcoO
BOCCTaHOBUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, €clu 3a0yellb CBOW IUIATEKHBIN
MapOoJIb WM 3aiiIelIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonw3yit onHopazoBeie maposu. [locie nepexoaa Ha YCHIIGHHYIO aBTOPHU3AITUIO TeOE yiKe
He Oy/IeT yrpoaTh OMAaCHOCTh KpaXkl UJIU MepexBaTa MIaTeXHOTo MapoJis;

3. Bri6epu cnoxnblif naposb. [IpectynHukam Oyner He MPOCTO yraiaTh CIOXHBIA MapoJb.
HanexxHble maposin — 3TO mapoJiv, KOTOPBIE COIEPKAT HE MEHee 8 3HAKOB U BKIIIOYAIOT B c€0s1 CTPOUHBIE
U TIPONIMCHBIE OYKBBI, HU(PBI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J10J11apa, pyHTa, BOCKIUIATEIbHBIH
3HaK u T.n. Hampumep, StROng!;;

4, He BBOM cBOM MMYHBIC JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSEIIIb.

JIEeKTPOHHAS I0YTA

DNeKTpOHHAas MOYTa — 3TO TEXHOJOIHsS W MPENOCTABISIEMbIE €l0 YCIYI'HM MO IMEpPechUIKE U
MOJIyYEHUIO DJIEKTPOHHBIX COOOIICHUH, KOTOpBIE paclpeleNisiioTcs B KOMIbIOTepHOH ceTu. OObIYHO
AJIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSIUT ClEIYIOIUM 00pa3oM: KM IOJb30BaTEISI(@UMS_JTOMEHA.
Taxxke kpome nepeaun MpoCTOro TeKCTa, UMEETCs BO3MOKHOCTD iepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 0€30ACHOH padoTe ¢ IJICKTPOHHO NOYTOM:

1. Hamo BbIOpaTh mpaBuUiibHBIN MOYTOBBIM cepBHC. B MHTepHETE €CTh OrpOMHBINA BBIOOD
OecCIJIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlIe TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBI B pEUTHHTE;

2. He ykaspiBaii B nuuHOW moure nuuHyro uHbopmanuio. Hampumep, mydimie BbuIOpath
«MY3bIKIbHBIN _(paHaT@» unn «pok2013» BMecTo «remal3»;

3. Hcnonp3yil 1ByX3TalHyl aBTOPU3aLUI0. JTO KOI/la MOMHUMO MapoJisl Hy’)KHO BBOJAMUTH KOJ,
npuckLIaeMblid o SMS;

4, Bri6epu cnosxHbIi naposib. s Kaxka0To MOYTOBOTO ATUKA I0JKEH OBITh CBOM Ha/ICKHBIN,

YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecth BO3MOXKHOCTH HamHcaTh CaMOMYy CBOM JIMYHBIMI BOIIPOC, HCHOJIB?»yﬁ oTy
BO3MOXXHOCTbB,
6. HCHOHLSyﬁ HCCKOJIBKO IMMOYTOBBIX AITWUKOB. HepBHﬁ JIJISl YaCTHOM NEpCIIUCKU C afpeCcaTaMu,

KOTOPBIM THI JOBEPSEIIb. DTO MEKTPOHHBIN aJipec He HAJ0 MCIOJIb30BaTh MPH perucTpaiuu Ha gopymax
U caMTax;
7. He oTkpsiBaii (paiinpl U Jpyrue BIOKEHHUS B MHUChMax Ja)Xe €CIM OHHU MPHUIILIA OT TBOUX

npy3eit. Jlydine yTouHu y HUX, OTIPABIISUTA JIU OHU TeOe 3TU (haibl;
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8. [Tocne okoH4aHusi pabOTHI HA IOYTOBOM CEPBHUCE MEPE]] 3aKPHITUEM BKIIAJKHU C CAUTOM He

3a0y/1b HAXKATh Ha «BBIATHY.

Knoep0oyaauHr ujin BUPTYAJILHOE U3AeBATEILCTBO

KubepOymnmuHar — mpecieoBaHue COOOMICHHUSIMHU, COJEPXKAIIUMHU OCKOPOJICHHS, arpeccHro,
3allyruBaHuEC; XYJIUTaHCTBO, COIIUAJIBHOC 6OI\/JIKOTI/IpOBaHI/Ie C MIOMOIIBIO PA3JIMYHBIX HHTCPHET-CCPBUCOB.

OCHOBHbBIE COBETHI [0 00PL0E ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. Jlydmmii crioco0: mocoBETOBaTHCS Kak ce0si BECTH H, €CIIM HET TOTOo, K
KOMY MOJXKHO O6paTI/ITI)C$I, TO BHA4YaJIC YCIIOKOUTBCA. Ecim TBI HayHeNIs OTBEYaATh OCKOp6J'ICHI/I5[MI/I Ha

OCKOpOJIEHUS, TO TOJBKO €1lle 00JIbIIe PA30AIKENIb KOHDIHKT;

2. VYnpasinsii cBoeil kubeppenyranuei;

3. AHOHMMHOCTB B c€TH MHUMasl. CyIlIeCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout Bectu xynuranckuii o0pa3 BUpTyaibHO ku3HU. IHTEpHET dukcupyeT Bce TBOU

JEHCTBUS M COXPAHSET UX. Y IAUTh UX OyAeT KpailHe 3aTpyTHUTEIHHO;

5. Benu ce0st BEXKIIUBO;

6. Urnopupyit enunuunbiii HeratuB. OaHOPa30BblE OCKOPOUTENbHBIE COOOIIEHHUS JIydllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsl Ha Ha4aJIbHOUM CTaaNu;

7. ban arpeccopa. B nmporpamMmax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITMAIIBHBIX CETIX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIPABKU COOOIIEHHH C OTPeIeIEHHBIX a/IpecOB;

8. Ecnu Te1 cBUneTens kubepOysuinnra. TBou AelicTBUSA: BBICTYIUTH MPOTHUB MPECIIeIOBaTENs,
MOKa3aTb €My, 4TO €ro JEeHCTBHUS OIICHMBAIOTCS HETaTHBHO, MOJAJEPKAThb KEPTBY, KOTOPOW HY)KHa

IICUXOJIOTHYCCKAA IIOMOIIb, COO6H_[I/ITB B3POCJIBIM O (baKTe arp€CCUBHOTIO IMOBECACHUA B CCTH.

MoounabHbli Teaedon

CoBpemeHHbIE CMapTQOHBI U IUJIAHIIETHI coJepkaT B cebe BIIOJIHE B3pOCibl (PyHKIMOHAN, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMHU KOMITbIOTepaMu. OJHAKO, CPE/ICTB 3alllUThI JUIs
MOJ0OHBIX YCTPOUCTB MOKA OUEHBb Masio. TecTupoBaHHE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK
uHTeHCUBHO, Kak s 1K, To jxe camoe kacaeTcsi 1 MOOMIIBHBIX MTPHIIOKEHUH.

CoBpemeHHbIE MOOUITEHBIE Opay3epbl y)Ke MPaKTUYECKH JOTHAIM HACTOJIbHBIE aHAIOTH, OIJHAKO
pacmupene QyHKImoHana BiaedeT 3a co00 OOJIBIIYIO CI0XKHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOUTENH BBIITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTUYECKUE YI3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI /LISl 0€30MACHOCTH MOOWJILHOIO TeJiedoHa:

1. Byne octopoxeH, Benp Korja Tebe npeiaralorT OecrIaTHbIi KOHTEHT, B HEM MOTYT OBbITh
CKPBITHI KaKue-TO MJIaTHbIE YCIYTH;

2. Hymaii, mpexzae yem otnpaBuTb SMS, ¢oto uinu Bujaeo. Tol TOYHO 3HAEMIb, IJie OHU OyIyT
B KOHEYHOM UTOre?

3. Heo0x011M0 0GHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JJ1s1 MOOMJIBHBIX TeNe(OHOB;
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o. He 3arpyxaili npuiio)KeHHMs OT HEHU3BECTHOI'O HCTOYHMKA, BEAb OHM MOIYT COJAEpXKaThb
BPEIOHOCHOE IPOrPAMMHOE 00ECIIEYECHUE;
6. [locne Toro Kak ThI BBICHIb C caiiTa, TA€ BBOAWI JHYHYIO WHGOpPMALMIO, 3aiId B

HaCTpoiiku Opaysepa u yaanu cookies;

1. [leproauuecku npoBepsAil Kakue MIaTHbIE YCIYTH aKTUBUPOBaHbI Ha TBOEM HOMEDE;

8. JlaBail cBoil HOMep MOOMJIBHOIO Teae(pOHA TOJBKO JIFOJSM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEPSEIID;

9. Bluetooth momken ObITh BBIKIIOUEH, KOTZIAa THI MM HE MOJIb3yeuibcs. He 3a0pIBail mHOT 1A

IIPOBEPSATH ATO.

DUINMHT WM KPAaka JUYHBIX JAHHbIX

I'maBHas wuenp @uumuuHr - Buga VHTepHET-MOIIEHHHYECTBA, COCTOMT B  IOJIyYEHUU
KOH(UIEHIMAIbHBIX JIaHHBIX MOJb30BaTeNel — JIOrMHOB U mapoieil. Ha anrmumiickoMm s3bike phishing
yutaercs kKak guiuHr (oT fishing — pei6Hast nosis, password — napouis).

OCHOBHBIE COBETHI 110 00pPL0E ¢ PUINNHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii ThI MO103peBaeiiib, 4TO TBOS aHKeTa ObliIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBAThH €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKopee;

2. Hcnonw3yit O6e3omacHbie BeO-CaliThl, B TOM YHCJEC, HHTEPHET-MAara3uHOB M TTOUCKOBBIX
CHCTEM;

3. Hcnonw3yit clioKHBIE W pa3HbIe Mapoiu. TakuMm o0pa3oMm, eciu TeOs B3JIOMAloT, TO
3JI0YMBITIIJICHHUKH TOJTYyYaT JOCTYI TOJBKO K OJTHOMY TBOEMY MPOMUITIO B CETH, & HE KO BCEM;

4, Ecmu 1ebst B3momain, TO HEOOXOIUMO TPEAYNPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
noGaBiieHbl 'y TeOsS B APY3bSX, O TOM, 4YTO TeOs B3JOMaJd M, BO3MOXXHO, OT TBOEr0O HMMEHH Oyzaer

PacCChblIaThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IH1"0BBIG CaﬁTBI;

5. VYcranoBu HanexHbIH maposb (PIN) Ha MoOMIIbHEIN TenedoH;
6. OTKIIIOYM COXpaHEHUE MMapoJst B Opaysepe;
7. He otkpeiBaii (haiiiel ¥ Apyrue BIOKEHUS B MHChMaX Ja)Ke €CIU OHU MPHUILIH OT TBOUX

npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (aiiibl.



